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0DQ\VROXWLRQVDUHGHYHORSHGIRU WKHGHWHFWLRQRI6\ELODWWDFNLQYDULRXVQHWZRUNV6RPHRI WKHPUHVXOWVZHOO LQ
SDUWLFXODUQHWZRUNVXFKDV6\ELO*XDUG6\ELO/LPLWIRUVRFLDOQHWZRUNLQJVLWHVZKLOHZDWFKGRJDQGSDWKUDWHULQ
DGKRF QHWZRUNV DOVR 566, EDVHG DQG FKDQQHO EDVHG GHWHFWLRQ LQ :LUHOHVV VHQVRU QHWZRUNV /LNHZLVH WKH
GHIHQFH PHFKDQLVPV DUH DOVR GHYHORSHG LQ RUGHU WR RYHUFRPH WKH 6\ELO DWWDFN LW LQFOXGHV WUXVWHG FHUWLILFDWLRQ
9RWHWUXVW 6\ELO'HIHQGHU6\ELO/LPLW 7KHVH VFKHPHVZRUNV LQ FHQWUDOL]HGRUGLVWULEXWHGPDQQHU LQ RUGHU WR
GHIHQGWKH6\ELODWWDFN$GYDQWDJHVRIWKHVHVFKHPHVDUHWKDWWKH\DUHYHU\HIIHFWLYHDQGWKH\DOODUHPRGLILHGWR
LPSURYH WKHSHUIRUPDQFHRIDOJRULWKP%XW WKHGLVDGYDQWDJHVDUHHLWKHU WKH\DUHFRVWOLHURU WKH\DUHEDVHGRQ WKH
PRGHOVZKLFKWKHPVHOYHVDUHYXOQHUDEOHWRWKHDWWDFNV7KHSHUIRUPDQFHHYDOXDWLRQSDUDPHWHUVXVHGLQWKLVSDSHUWR
DQDO\VH WKH PHFKDQLVPV DUH  GHWHFWLRQ UDWH QRQWUXVWZRUWK\ UDWH IDOVH SRVLWLYH UDWH DQG IDOVH QHJDWLYH UDWH
'HWHFWLRQUDWHLVWKHSURSRUWLRQRIGHWHFWHG6\ELOQRGHVWRWKHWRWDO6\ELOQRGHV1RQWUXVWZRUWK\UDWHLVWKHUDWLRRI













FODLPHG WKDW WKLV VWUDWHJ\ LV WKH  PRVW HIILFLHQW DQG HIIHFWLYH LQ RUGHU WR LGHQWLI\ WKH 6\ELO QRGHV DQG 6\ELO




%HOLHI LV DPHFKDQLVPGHYHORSHGE\1HLO HW DOSURSRVHG WKHPHFKDQLVPEDVHGRQ WKH VHPL VXSHUYLVHG OHDUQLQJ
DSSURDFK WRGHWHFW WKH6\ELODWWDFN LQ WKHQHWZRUN ,W WDNHVQRGHVRIVRFLDOQHWZRUNDQGVPDOO VHWRI6\ELOVDVDQ
LQSXWDQGSURSDJDWHVWKHODEHOLQIRUPDWLRQIURPNQRZQ6\ELOQRGHWRWKHUHPDLQLQJQRGHV:LWKORZIDOVHSRVLWLYH
UDWHDQGORZIDOVHQHJDWLYHUDWHLWLVDFFXUDWHLQLGHQWLI\LQJWKH6\ELOQRGHV
/LDQJ ;LDR HW DO SURSRVHG D PHFKDQLVP RI GHWHFWLQJ WKH 6\ELO FOLHQWV LQ WKH ZLUHOHVV VHQVRU QHWZRUNV 7KLV
PHWKRG LV LPSOHPHQWHG E\ XVLQJ WKH FRQFHSW RI FKDQQHO EDVHG PHFKDQLVP 7KH 6\ELO GHWHFWRU SHUIRUPDQFH LV
YHULILHG YLD ERWK D SURSDJDWLRQPRGHOOLQJ VRIWZDUH DQG ILHOGPHDVXUHPHQWV XVLQJ D YHFWRU QHWZRUN DQDO\VHU IRU






DFFXUDWHO\ $ QRYHO 6\ELO DWWDFN GHWHFWLRQPHFKDQLVPZDV SURSRVHG E\ 6KDQ &KDQJ HW DO IRU XUEDQ YHKLFXODU
QHWZRUN 7KHPHFKDQLVP)RRWSULQWZDV SURSRVHG E\ WKH UHVHDUFKHUV XVLQJ WUDMHFWRULHV RI YHKLFOHV E\ SUHVHUYLQJ
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WKHLUORFDWLRQSULYDF\%\XVLQJWKHWHPSRUDOOLPLWDWLRQRQWKHOLQNDELOLW\RIWZRDXWKRUL]HGPHVVDJHVWKHYHKLFOHFDQ
JHQHUDWH WKH ORFDWLRQ KLGGHQ WUDMHFWRULHV IRU ORFDWLRQSULYDF\SUHVHUYHG LGHQWLILFDWLRQ E\ FROOHFWLQJ DXWKRUL]HG
PHVVDJHV7KLVVWUDWHJ\FDQGHWHFW6\ELOFRPPXQLW\YHU\HIILFLHQWO\LQXUEDQYHKLFXODUQHWZRUN
<XHWDOSURSRVHGWKHPHFKDQLVPVWRGHIHQGDJDLQVWWKH6\ELODWWDFNLQSSVRFLDOQHWZRUNV%\DVVXPLQJWKDW




.XPDU HW DO SURSRVHG PHFKDQLVPV ZKLFK DLPV WR SURYLGH VDIHW\ DQG WUDIILF PDQDJHPHQW LQ 9$1(7 ,Q WKLV
SURSRVHG DSSURDFK%DWFK DXWKHQWLFDWLRQ DQGNH\ DJUHHPHQWPHWKRG LV XVHG WR DXWKHQWLFDWHPXOWLSOH UHTXHVW VHQW
IURP GLIIHUHQW YHKLFOHV 7KH SULRULW\ LV SURYLGHG WR WKH UHTXHVW PHVVDJHV E\ XVLQJ SULRULW\ %DWFK 9HULILFDWLRQ
DOJRULWKP7KLVV\VWHPSUHYHQWV6\ELODWWDFNE\UHVWULFWLQJWLPHVWDPSVE\568DQGFDQHIIHFWLYHO\GHIHQGDJDLQVW
WKH6\ELODWWDFNLQ9$1(7V
/LJKW ZHLJKW LGHQWLW\ FHUWLILFDWH PHWKRGZDV XVHG E\ =KDQJ HW DO WR GHIHDW DJDLQVW 6\ELO DWWDFN LQ WKH VHQVRU
QHWZRUNV 7KH SURSRVHG DSSURDFK XVHV RQH ZD\ NH\ FKDLQV DQG0HUNHO KDVK WUHHV 7KLV SURSRVHG PHWKRG DOVR
SURYLGHVPHDQVIRUDXWKHQWLFDWLRQRIDOOGDWDPHVVDJHV7KH6\ELODWWDFNLVGHIHQGHGZLWKYHU\ORZHUFRPSXWDWLRQDO
UHTXLUHPHQWVDQGSURYLGLQJEHWWHU VHFXULW\ PHDVXUHVDJDLQVW WKH6\ELODWWDFN LQZLUHOHVV VHQVRUQHWZRUN)RQJ
IRUPDOL]HG'HQQLQJ¶VSULQFLSOHRISULYLOHJHDWWHQXDWLRQDVDUXQ WLPHSURSHUW\DQGSURYHG WKDW LW LVQHFHVVDU\DQG
VXIILFLHQWFRQGLWLRQIRUSUHYHQWLQJWKH6\ELODWWDFN7KHVWDWLFSROLF\DQDO\VLVLVDOVRGHYLVHGWRVKRZWKDW)DFHERRN
VW\OHVRFLDOQHWZRUNLVSULQFLSOHRISULYLOHJHDWWHQXDWLRQ/LQJ;XSURSRVHG6\ELOUHVLVWLQJQHWZRUNFOXVWHULQJWR
UHVLVW6\ELODWWDFNE\SUHYHQWLQJKRQHVWQRGHV WRSDUWLFLSDWH LQWRFRPPXQLFDWLRQ 7KLVPHFKDQLVP WULHV WRGHWHFW
DWWDFNHGJHVE\FOXVWHULQJ6\ELOQRGHVDQGKRQHVWQRGHV;LDQJWDR/LXHWDOPHDVXUHV6\ELODWWDFNLQNDGHPOLD






6LQFH WKH ILUVW FRXQWHUPHDVXUH GHYHORSHG DJDLQVW 6\ELO DWWDFNPDQ\ UHVHDUFKHUV WULHG WR EXLOG WKH QHZ VROXWLRQV
HDFK WLPH VWDWLQJ WKDW LW RYHUFRPHV WKH SUHYLRXV GLVDGYDQWDJHV 9DULRXV VFKHPHV KDV EHHQ GHYHORSHG E\ WKH
UHVHDUFKHUVIRUFRXQWHUPHDVXULQJWKH6\ELODWWDFN7KHUHYLHZRIWKHVHVFKHPHVDUHDVJLYHQEHORZ
3.1 Trusted Certification  
7UXVWHG FHUWLILFDWLRQ LV WKH ILUVW VROXWLRQ GHYHORSHG DJDLQVW WKH 6\ELO DWWDFN 'RXFHXUSURSRVHG WKDW WKH WUXVWHG
FHUWLILFDWLRQ LV WKH RQO\ SRWHQWLDO DSSURDFK WR GHIHQG DJDLQVW WKH 6\ELO DWWDFN ,Q WKLV DSSURDFK WKH FHQWUDOL]HG
$XWKRULW\ &$ LV XVHG WR YDOLGDWH WKH HQWLWLHV (DFK HQWLW\ LV XQLTXHO\ LGHQWLILHG E\ LWV XQLTXH GLJLWDO VLJQDWXUH
DVVLJQHG WR WKHPE\ WKHFHUWLI\LQJDXWKRULW\$XWKHQWLFDWLRQ LVXVXDOO\SURYLGHGE\DV\PPHWULFNH\FU\SWRJUDSK\
%XWWKLVDSSURDFKKDVODUJHURYHUKHDGVZKHQDSSOLHGWRWKHODUJHVFDOHV\VWHPDOVRLWLVQRWFRVWHIILFLHQW

3.2 RSSI based scheme 
'HPLUEDVHWDOSURSRVHGWKHOLJKWZHLJKWUHFHLYHGVLJQDOVWUHQJWKEDVHGVFKHPHIRU6\ELODWWDFNSUREOHP7KLV
LVWKHUREXVWDQGDFFXUDWHVFKHPHWRGHWHFWWKH6\ELODWWDFN7KLVVFKHPHLVEDVHGRQWKHUHFHLYHGVLJQDOVWUHQJWKRI








3.3 Resource testing 




PHVVDJHV PD\ IORRG WKH QHWZRUN ZKLFK PDNHV WKLV VFKHPH XQVXFFHVVIXO +HQFH WR RYHUFRPH WKLV 1HZVRPH
SURSRVHG DQRWKHU ³UDGLR UHVRXUFH WHVWLQJ´ VFKHPH ZKHUH WKH HDFK QRGH KDV RQH UDGLR ZKLFK FDQ WUDQVPLW DQG
UHFHLYHUDGLRRQO\DWRQHFKDQQHO

3.4         Incentive based scheme
,QFHQWLYHEDVHGVFKHPH LVSURSRVHGE\0DUJROLQHWDOEDVHGRQ UHZDUGVFKHPHZKHUHHFRQRPLF LQFHQWLYHVDUH








0HWKRGRORJ\%DVHGRQFHQWUDOLVHG &DOFXODWLRQRI %DVHGRQUDGLR %DVHGRQUHZDUGV
 &HUWLILFDWLRQDXWKRULW\UHVRXUFHV VLJQDOVWUHQJWK

$GYDQWDJHV(IILFLHQWLQODUJH  1REDQGZLGWK 5REXVWOHVVIDOVH 1RFORFNV\QFKURQL]DWLRQ
QHWZRUNRYHUKHDGSRVLWLYHUDWHQHHGHG
     















VSHFLILFDVVXPSWLRQVZKLFKDUHYXOQHUDEOH WR VHYHUHDWWDFNV :KLOHEXLOGLQJ WKH VHFXULW\PHFKDQLVPDOO VHFXULW\
FKDOOHQJHV RI QHWZRUN VKRXOG EH WDNHQ LQWR FRQVLGHUDWLRQ  7KLV VHFWLRQ UHIHUV WR WKH VHFXULW\ FKDOOHQJHV LQ WKH
QHWZRUN7KHVHDUHDVIROORZV
x 3DVVLYH DQG DFWLYH DWWDFNV PRVW ZLUHOHVV QHWZRUNV DUH YXOQHUDEOH WR WKH SDVVLYH DQG DFWLYH DWWDFNV ,Q
ZKLFKWKHLGHQWLWLHVRIWKHQRGHVDUHVWROHQKHQFHWKHGHWHFWLRQRIKRQHVWSHHUVEHFRPHFKDOOHQJLQJWDVN
x (QHUJ\FRQVLGHUDWLRQ LQ:61(QHUJ\FRQVLGHUDWLRQ LQZLUHOHVV VHQVRUQHWZRUNVSOD\VYHU\YLWDO UROHDV
VHQVRUQRGHVKDYHOLPLWHGHQHUJ\LQZKLFKWKHWDVNLVWREHFRPSOHWHG
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x 0HVVDJH DYDLODELOLW\ DQG FRQILGHQWLDOLW\ $OO PHVVDJHV VKRXOG EH DYDLODEOH EXW DW WKH VDPH WLPH WKH
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